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ID-based designated recipient group signcryption scheme without trusted PKG

WANG Juan, WANG Xiao-feng, WANG Shang-ping, LIN Ting-ting, XIANG Xin-yin
( Laboratory of Cryptography & Network Security, Xi' an Uniwersity of Technology, Xi’ an 710054, China)

Abstract: Based on the idea of signcryption, an ID-based designated recipient group signcryption scheme without trusted PKG
(pnivate key generator) was proposed by improving an ID-based group signature scheme. In the proposed scheme, only the
designated recipient could recover the group signcrypted plain message from the ciphertext to verify the validity of the group
signcryption. The proposed scheme could be converted into a group signature scheme with public verifiability by using the rele-
vant information published by the designated recipient, which did not disclose the plain message. Moreower, the confidentiali-
ty, authenticity and non-repudiation of nessage were guaranteed simultaneously. The size of the group public key and the
length of the group signcryption were independent on the size of the group.
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