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Study on atomic multicast protocol for intrusion-tolerance based on TTCB
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Abstract This paper studied the architecture of a distributed intrusion-tolerance system based on trusted timely computing
base( TTCB) , and proposed an atomic multicast protocol for intrusion-tolerance using TTCB services o solve the consensus
problem in distributed intrusion-tolerance system. When the total of processes is more than twice the nurber of malicious
processes, the protocol can satisfy the consensus and achieve the intrusion-tolerance. It proved the Correctness of the protocol.
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Initiali zation:
i P = ) ’ y Mn- R R R
P (R, P Pr- 1} 1: elist — all eids of processes in P
P P sender, 2: msg_id « I Iset of Mggq. num
3: prepare_deliv ~ /I set of M preparing for delivery
4: minnum- 1
' ' Sender:
sender od + 5: tstart — TTCB_getTimestamp() + T,
1 od 6: M ~ (elist, tstat, Mggg) //construct messege M
[6] od +1 7. propose — TTCB_ propose ( elist, tstart, TTCB_TBA_ RMULTI-
CAST, H( M)) /I propose M
, od 8: multicast M for od +1 times to elist except sender
9: Atomic_deliver( M)
Recipients:
10: Get_msg( M) / 1get message M
11: if verfy_mac ( Mggq. vec[ p;]) then propose # TTCB _ propose
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) o 12: do decide — TTCB_decide( propcse. tag) // decide the result
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outp — TTCB_propose( eid, elist, tstart, decision, value)
outd — TTCB_decide( eid, tag)
- eid

: elist

TTCB_propose

14: while ( H( M) # decide. value) do Get_msg( M) od
15: multicast M for od +1 times to elist except sender
16: Atomic_deliver( M)

When Atomic_deliver( M) is caled do:

17: msg_id — msg_id {MREQ. numy}

18: prepare_deliv — prepare_deliv  { Mggo}
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20: while ( Mggq- NUM =minnum) and (msg_id# ) do M
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