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Design and logical analysis of compound payment protocol

satisfying a variety of security properties

CHEN Li, YUAN Kai-yin
( Center of Modern Educational Technology, Henan University of Economics & Law, Zhengzhou 450002, China)

Abstract; In view of the existing problems of the payment protocols, e. g. security goal is single, increasing security requires
are not been satisfied. This paper proposed a compound payment protocol , which satisfies a variety of security properties, such
as authenticity , freshness of key, secrecy of key, non-repudiation, accountability, fairness and atomicity. The authentication
sub-protocol of the new protocol can authenticate identities of the important entities in the foremost time, and the session keys
used for transaction are negotiated efficiently. The payment sub-protocol is designed by using the following improvements. The
first improvement is introducing certificates to prove the identities of the protocol entities. The second is transmitting the pay-
ment receipts by the trusted party. The third is using FTP to transport electronic cashes and payment receipts. The new proto-

col is proven to satisfy a variety of security properties by the logical analysis.
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ated key exchange protocol, TAKEP) 1% 52 B X} #2 3l 1 45 32 5
FIR G 1 = BONUE 22 5 226 B H I PR o AT PRl
(‘anonymous e-cash payment protocol , AECPP) J& 18 i3 fil & A
TP TAKEP SCGH PR3 IST BT o AR SO 1 2 854y

YRS B H: 2011-12-03; f&[E AHA: 2012-01-04

BT X N 22 4 FRRIEAT T 7 B AR R L
1 HREMRERMH AN
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WAREHAS 55K B H P MU (5 B IRS #2417 SP.
Yoy & LA B MU i1 SP AR5 AR 52 MR 45 7 €S 5 Iy
ADJ,

1.1 SNEFHY
1.1.1 S pigd

FETA SRR, REAE SCBIN 22 5 5Lk MU 1
55— B E) SRR ATE , 2 B 3E T hash 8545 R4 18 , FIIFH hash pR%X
114 B i) P SE IR 4 WA 2 I B IE

MU #43&— hash 5%, B 68 @ % 42 1) hash pREL b, &4
SHECH kb {0,1] 7 10,1} " BEHLE R — R R T s, 1%
AT hash BREL n K, 1FFNA0T hash 55

Ty=h"(s) =h(h"""(s)) =(h(h(h(. .. h(s)))))

n

E4£A: BR“8637 % A4 KB B (2007AA017471) ;B A KA F £ 4K 80 A

(60473021) ;37 #y 4 & &AL £ 5 B (112102210015,072102210029 ) 5 77 & 4 &k 5 47 & F A& 0+ %) 3 B (122300410175)
TEHE BN AT (1968-) , %, it i de A, B HIR W, ZLAR T A1 A 1E 8% 4453 K (chlit]23@ yahoo. com. cn) ; & 4% (1972-), 57,

@A, AR T G A M H AR B A



%7

MR AR A R B AR AT N R L E A 5 AT

- 2673 -

Hash 4w 755 00 IR B9 30 E AR CFR 4 i, 27
token) 55, T, 24 hash £ 55 UE 5 ] T 500 hash 6 15 5 B4
WA 0, B MU %5 5% SP M R — 4> (S 24~ ) S,
MU %5 (i AT 2 n) 78 A O AYINIES B, 18 4 tokeny, =
R (s) o

CS #W3 SP 4% & 1) MU TAUEIFRIH B, 2% MU R
AR, CS T B (tokenyy "), FF5 B TERS Ty LU, M F0R
A AR, IR BT R B 28T @

1.1.2 R FAMaAET P

BT MU IAIE T HMY TAKEP $iR 30

a) MU — SP. ID,,, SP, Tokeny," >, { TS, Token,," ",
{ Ky se | KM,\C1 {Kes, MAC, .

b) SP — CS: IDyy, SP, Tokeny,"
[ Ky se | KM,\c] [ Kes, MAG,

¢)CS—SP. 1D, SP, { TS, SUCC, { Ky sp } KMACl } Kep cs1»
MAC,,

d)SP—MU:ID,,,,SP, { TS,SUCC} Ky s ,MAC,

PR Ly RN

a) SP /R T4 SP 1 B MR EAT o

b) IDy, 27 MU (B2 S AREAT , MU LS B iy %f B CS
ZAMRI UMY AR BUR IR Y

) TS FIR M F A" Az ) IR T8, Bl IS0 b 0 35 Y & ™
RN stokeny, " = R (s) S tokenln! =R (s) .

d) K3 CS A4, SUCC FRIAERIH AR & -

) Y] Kyy st MU 728 i I3E 285 5] Koo A Ko
XCE NG il CS %ty SPo Ky s H1T MU & SP %
éﬂgi% ° Edﬁﬂﬁﬂﬁn—ﬁ‘ :KMU_SP = PRF-128 ( ]MU s [sp 7NMU ) ,
XL, Ny #s it MU PR R BERLEL

£) PRF-128 i 1< 5 128 bit i) DA REHLACAE iR KL

g)KMACl F KMA%%E"J?@ZT_\‘ MU 5 SP 35/ SP 5 CS H72
(9 JH T I hash p& %] o

h) Kgp o5 M Kyp s, 709013578 SP 45 €S BRI AS L 2 1%
Blo Kep s T INEPI & Z 101238 B K08 , Ksp s, T TE P
BB MAC,

i) T B ZEREEVGIERD MAC, ~ MAC, E AN

MAC, = HMAC (ID,,, SP, tokeny," ™, { TS, tokeny," ™",
Ky Kose, | Kes Ky, )5

TS, Token,," ™",

MAC, = HMAC ( Ky ¢s,, IDyy, SP, tokeny"*, { TS,
tokenyy" ™", { Ky sp f Kyae, | KesKuae, ) 5

MAC, = HMAC (K c55, IDyy, SP, { TS, SUCC, { Kyy o |
Kuser ! Kspesi 5 Kuae, ) 5

MAC, = HMAC(IDyy ,SP, { TS,SUCC | Ky 5o, Kuac, ) 5

HMAC FR % 1 hash pR%L,
1.2 ZfHFHil

B T I ST IS W R AN 5 % K P AL
% B LA RIS AR B MRS 5 CS, AN A [mIBGRA B
A3 BT RGE AR TP AT O A RFFE4 .

a)A—B:K,;,

b)B—A: | Ky} Kypo

¢)A—B: { {coins} K& ,SK, ,K gis»S 1 | Kyo

d)B—CS: { {coins} K7 ,SK, , transaction | K o

e)CS—B: { { new_coins} K5 | SK, .

f)B—A: { { amount,Tid,date} K, '} SK, ,

SCHRL 4 ~ 6 ] 144 HL 7 34 SRS ST #E4T 1 4347, &
I HMSAEAE AT 2 A R 1 AR -

a) il IR R 5 Bt 09 2 FI4E J JE B U, 4 S Bz il
Tk S AR AT o

D) FELATF FIAE OL T, W e i 2 A P M T E 5T
P — R EFEA S, EWE B ARG R

OTE— RGO LSRN RE L B 71 H2 Bk 3
BRE A R LG T

ASCHFFE A I, BRSCIST 25— 25 8 LAWY SC 5 A% 188 52
by EVRZ T 2205 B 51 Ky o K 5 B0 B 10 B4 1 TC v R
BEXF PR , AR SCER Y 5 B B SO VE LA R i

a) i 1o B TR FHML TAKEP SEILT 2535 % 8 1 1
R, T LA DR SCERAT RO I 2 5C 2, Dt IST BRI 26 a) 5 AT
B

b) kit 2, TR EMGES) b) B R SR AE R A PR
REAE 0 H B 3 O UER, TR A DR BC < SP ] MU $fl fy TTP
Jo A R NS | kg, SP| K TEBT A C 19 B 05

) B3, ST IR A SP Y B, A B
K SR AT AR ) 7 3 B T IR 5507 CS B i T

) WG 4, A EGER) d) T e) FITH B AR % T
FTP 7572, it 2 R AL i {4 SP Fil MU 453 2 (114 5 [ A5 19 4%
SRS o B 1k T 3 L S B T 5 25 P I BRATT B
TP DL R

IST Ak 105 58 B SCA 5B AECPP $ilisR R

a) SP—MU: { { kg ,SP} Ky} Ky spo

b) MU—SP: { { coins | K& ,SKyy s K ses5S 1 | Kspo

¢)SP—CS: { { coins | K ,SKs; , transaction, 1D t Kes, | {a-
mount, Tid, date | K&' } SKyy o

d)SP<>CS: { { new_coins} K5 | SK¢p o

e)MU<CS: { { amount, Tid, date | Kg' } SKy, o

2 MREBMHSH

R (i B AR MM T A R S L 2 A T
BEFT A% ) BB HE PRI . % TR RAT R, B3R I AT
iUy
2.1 ANEMFRZAIEE ST

1) 45 1 32K MU DA 3 B B i 1 4 20k e S

Gl :belie( MU, share(MU, SP, Ky ¢ +))

G2 :belie( MU, fresh (K ) )

G3 :belie( MU, belie( SP, share(SP, MU,Ky; s-) ) )

G4 :belie( MU, belie(SP, fresh (Ky, ) ))

2) ) F MR MU 0 a B

P1:belie( MU, posse( MU, Ky sp) )

P2 :belie( MU, fresh ( Ky ) )

P3:belie( MU, fresh( TS) )

P4 :belie (MU, share (MU, SP,Ky;,¢; ) )

P5:recei (MU, (IDy,, SP, E ((TS, SUCC), Ky, s ), H
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((IDyy,SP, E((TS,SUCC) ,Kyy sp) ) sKyac1 ) ))
P6.. belie ( MU, recei ( MU, (1D, , SP, E (( TS, SUCC),
Ky o) +H((IDy SPLEC(TS,SUCC) Ky ) Kyner))))
P7:belie (MU, send (SP, E ( (TS, SUCC) , Ky, s ) ) A recei
(MU, E((TS,SUCC), Ky, sp) ) — belie ( SP, share ( SP, MU,
Kyy sp-) ) Abelie(SP, fresh( Ky ) )
3) XF F2 R MU B IAE P 38 G e 4 138 SR 50 U
(1) recei (MU, (IDy,, SP, E ((TS, SUCC), Ky s ), H
((IDyy,SP, E((TS,SUCC) ,Kyy sp) ) »Kyaci ) ) ) —belie (MU,
recei( MU, (IDy, ,SP, E((TS,SUCC) Ky, ) H((IDy,,SP,E
((TS,SUCC) ,Kyy sp) ) s Kyaci ) ) )) AB1,P5,NER
(2) belie (MU, recei (MU, (1D, , SP, E (( TS, SUCC),
Kyusp) » H((IDyy ,SPL,E((TS,SUCC) Ky sp) ) »Kyaen ) )))
AB2.P6 MPR, (1)
(3) belie( MU, recei(MU,E( (TS,SUCC) ,Kyy ) ))
ABI,AMR, (2)
(4)belie(MU, send(SP,E( (TS,SUCC) ,Kyy &) )
AB1,AB2,P4,MPR, (2)
(5) belie(MU, belie ( SP,share (SP, MU, Ky s-) ) )
belie( MU, belie (SP, fresh( Ky, o) ) )
ABL,P7.(3).(4)
(6) belie(MU, share(MU,SP, Ky, sp-) ) AB1,P1,(3),(4)
(7)belie( MU, posse ( SP, share (MU, SP, Ky, sp) ) ) A send
(SP, (TS, SUCC)) ABI,ASAL,P1,(3)
(8)belie( MU, recei( MU, (TS,SUCC) ) )
ABL,ACCI,P1,(3)
(9) belie(MU, fresh(E( (TS,SUCC) ,Kyy sp) ) )
ABI,AMFI,P3,(7)
(10) belie( MU, send (SP,E( (TS,SUCC) ,Ky; &) )
ABL,ANV,(6) .(9)
(11) belie( MU, share(MU,SP Ky sp + ) )
AB1,(6),(7),(10)
MG iR BRI R 458 (5) L (11) F1 P2, AT LA4E
PIBEAE I AL OC T MU B TEE RV BT B H AR
4) gt AR SP YGIEYEFE ST S R O TE Xt
G5 :belie(SP,share(SP,MU, Ky, ¢ + ) )
G6 :belie(SP, fresh( Ky, ) )
G7 :belie( SP,belie( MU, share(MU,SP, Ky, s-)))
G8 :belie(SP,belie (MU, fresh( Ky, sp) ) )
5) % i 4k SP IR IR R
P1 :bbelie (SP,posse( MU, Ky ) )
P2 :belie(SP, fresh(TS) )
P3.belie( SP,share( SP, CS ,KMAC2 ))
P4 ;belie(SP,share (SP,CS,Ks sp 1) )
P5 :belie( SP, share ( SP,MU ,KMAC] ))
P6:recei(SP, (1D, ,SP,E( (TS,SUCC,E(Kyy sp,Kyaci ) ) »
Kgp cs1)s H((Kgp 5o, Dy, SP, E ((TS, SUCC, E ( Ky g,
Kune))s Kapo)) sKne,)
P7 :belie( SP,recei( SP, (1D, ,SP,E( (TS,SUCC,E(Kyy s,
Kune,)) Kapos1 ) H (K as, 1Dy, SPLE (TS, SUCC, E

(Kuosr Kue ) oKares)) oK)

P8 :belie ( SP, send ( MU, share ( SP, MU, Ky, s-) ) ) ybelie
(MU, share(MU,SP,Ky, s-)) Abelie(MU, fresh( Ky ¢ ) )

6) X 1A SP A ATIEPE R B BT B 1 R A T2 SRR IE

(1) recei(SP, (IDy, ,SP,E( (TS,SUCC,E(Kyy g ’KMACI )),
Ksp 1) s H((Kgp 5o, IDyy, SP, E ((TS, SUCC, E ( Ky g
KMACl ) Ksp s 1)) ,KMAC2 ) ) —belie (SP,recei ( SP, (1D, ,SP,E
((TS,SUCC, E(Kyy s Kynct)) > Ksp st ) s HO(Kgp cs25 IDyy s
SP,E((TS,SUCC, E(Kyy sp»Kyac1) ) »Ksp cs1) ) ,KMACZ) ))

ABI,P6,NER

(2) belie ( SP, recei ( SP, (ID,,, SP, E (( TS, SUCC, E

(Kyusor Kune, ) s Kapos i) s H ((Kgesa s Ty, SPLE ((TS,
SUCC, E(Kyy so-Kyar) ) +Kapes1)) Kuae, )

AB1,AB2,P7,MPR, (1)

(3) belie(SP, send (€S, E( (TS, SUCC, E( Ky g Kysc,) ) +

Kees))) ABI,AB2,P3,MPR, (2)

(4) belie(SP, recei (SP, E( (TS,SUCC, E(Ky g, Kyuc,)) »

Kepcs1))) AB1,AMR, (2)
(5) belie(SP,recei( SP, (TS,SUCC,E(Kyy ¢ Kuae, ))))

ABL,ACCL, P4, (4)
(6) belie(SP,recei( SP,E( Ky s ,KMACI )) ) AB1,AMR, (5)
(7) belie(SP,send( MU, share (SP, MU, Ky ) ) )
ABI,ASAI,P5,(6)
(8)belie( SP,belie( MU, share (MU, SP, Ky sp) ) )
belie(SP, belie( MU, fresh ( Ky ) ) ) AB1,P8,(7)
(9) belie( SP,belie( MU, share (MU, SP, Ky s-) ) )
ABI,P1,(8)
(10) belie( SP, recei( SP,share(SP ,MU,Ky; ) ) )
ABI,ACC1 ,P5,(6)
(11)belie( SP, share( SP,MU, Ky, s) ) AB1,(7),(10)
(12) belie( SP, posse ( SP,share (SP MU, Ky ) ) )
ABI,AMPI1, (10)
(13) belie(SP, share(SP,MU Ky, ))  ABI,P1,(6),(7)
(14) belie(SP, fresh( Ky, o)) ABI,AMF1 ,P5,(5)
it FARB AR, AT AR L BRSO R OC T SP A IE
AR EENE H bR
2.2 ZHPWEHESH
LA B A LA
DAES 1 45 APl et .
(1) recei( MU,E(S((Ks,SP) ,Kip) , Ky sp))
(2)recei( SP,E( (S(coins, K ) ,SKyy,K gi5,S 1) s Ksp) )
(3) recei (CS, (E ((S (coins, K& ), SKg, transaction,
IDyy) ,Kes) , E((S(amount,Tid,date) ,Kg') ,SK,y))
(4)recei( SP,E(S(new_coins, Kz ) ,SK))
(5) recei( MU, E( (S(amount, Tid, date) ,Kg' ) ,SKyy ) )
21552 FI ML RIIR ARG .
G PML I MU SP ek # TR T ADJ (4] i R
ARG WILGIHA S5 MU FI SP HUH B4 S .
INL_S,,;, = { canpr( MU, authe (K¢, CS) ) , canpr ( MU, authe
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(K, TTP) ) |,

INI_Sg, = { belie ( SP, authe ( K5, CS) ), canpr ( SP, authe
(Kes,CS)) |,

INLS, = {= (in(Kg ,POS,) Ain(Kpyp,POS,) Ain(Ky,
POS,) Ain(Kg',POS)) |,

INL_S,,, = { belie( ADJ ,authe (K. ,CS) ) |,

POSY, = { SKyu » Kes » Krpp » Ky o » Kuw » Ko » Kyt |

POSY, = { SKep o Kes » Kirp » Ky sp » Koo » Ksp » Koo' |

POS! = { Ko, Ky, Kop s Kypp |

POS%,,; = {S((Kg,SP) , K ) s Ky, Kes Ky » Kop |

REV,, ={},REVg =11,

343 H1Z kT WOTHESINIESE EOO Fil EOR,

EOO = S( new_coins ,Kc_s] )

EOR =S( (amount, Tid, date) ,Kg' )

(1) 45 B A3 T A L

G = (in(Kyy s ,POS;) Ain(SKgp,POS,) Ain(SKy, ,POS;)
Ain (K g, POS;) Ain (K ,POS;)) Ain( Ky, POS;) A in
(Ky! ,POS,) Nin(Kg' ,POS,) ),

(2) ik Ak Hpn

5 FHIZ 45 S SRFNHESRAN , 43 BT B — SR M BUR A AT 2
JG Bt B ARBUE L ML EARE PG B . DLW 4
v BRI

IERR B TR B 5538 5 I R 45 PR B =TT 0, T LA
FREE R oI BB B . B, AT AR (1) &R
Al MBEEM S ZIEHPATIE (1. 1) 8L :

recei (1, (E(S((Kgp,SP) ,Kiph) , Ky sp) ) (L.1)
HGE E VIR 84 POS) T4
= (in(Kyy sp,POS;)) (1.2)
(L 1) (1.2) Fs SCHRfg A 38 ACCL /] 15
= in(S((Kgp,SP) ,Kip) ,POS,) (1.3)

55 (2) AR PTG E N L2 (1. 4) T,
recei (1,E( (S( coins,Kgd') ,SKyy,K s5s,S 1) ,Kgp))  (1.4)
H G E IR IR A A INLS] ]
- (in(Kg' ,POS,)) (1.5)
X (1.4) (1.5) Fas CHfg A 38 ACCL /] 15
= in( (S(coins,Kgg') ,SKyy ,K sps5S 1) ,POS) (1.6)
i AT
(in(K_gs,POS;) Ain(SKyy ,POS;)) (1.7)
M B E IR IR A INLS] AT %0
- (in(Kg' ,POS;)) (1.8)
(1. 7) (1.8) Fs SCHRfR A 38 ACCL /] 15
= in( (S( coins, K& ) ,SKyy ,K ss5S 1) ,POS) (1.9)
5 (3) FBm AT e ek E N, 201, 10) o
recei(1, (E( (S(coins,Kg ) ,SKgp , transaction, IDyy ) ,Kcs)

E((S(amount, Tid, date) ,Kg!) , SKyy ) ) (1.10)
BRI B A B AMR 1] 45
recei (1, E( (S(coins, K ) ,SKep , transaction, IDyy ) ,Kes) ) (1.11)
recei (1, E( (S(amount, Tid, date) ,Kg') ,SKyy))  (1.12)
H I AR B S INLS) ]
= (in(K& ,POS,) A (SKyy ,POS,)) (1.13)

(L 1) (1. 13) Fnss SCHLg A 3 ACCL 7T 45
- in( (S(coins,Kgd ) ,SKgp , transaction, Dy ) ,POS;)  (1.14)

(L. 14) A SR A B AMR Al 15

- in(SKg,POS,) (1.15)
(L. 12) (1. 13) FI SCHEfE A 3 ACCL A 43
- in( (S(amount,Tid, date) ,Kg' ) ,POS,) (1.16)

[F) 53 BT I P 25 i ), Bk oA B B AT B o

HEC(1.2) (1.5) (1.8) (1.13) (1. 15) FE IR B EE X
AT RATR Y, SR TG R B AR A M H AR . TIEER
2.3 HETFINES

1) g5 AR BN B ke S

Gl ;belie( ADJ,send (MU, EO00) )

G2 .belie( ADJ,send(SP,EOR) )

2) S EAE A A B bR

(1) Bk & Jr e &

WERR Rk AP E Oy ADY W B T R 5 B S IESE EOO,
Al

belie( ADJ,recei( ADJ,E00) ) (2.1)
Ell
belie( ADJ,recei( ADJ,S( new_coins ,KLTS] ))) (2.2)
HRAE ADJ MR EE IR G INI,_S A
belie( ADJ, authe (K5 ,CS) ) (2.3)

H(2.2) (2.3) FfEEAFE ABL /15
belie ( ADJ, recei( ADJ,S( new_coins, K& ) ) Aauthe(Keg,CS)) (2.4)
(2. 4) %45 B0 SR2 /] 15
belie( ADJ,send ( CS,new_coins) ) (2.5)
L RIS B T4 T S(new_coins K ) JEA XK. T3
ATF UL AECPP 28 2 S AH IR 3, T EL# 5 Ml AT fig
HATAFIT B S0, B, 3T Skt , R SEuE A
DA RTINS BFRiEH] TEHE,
(2) BRSO R R E
IERR R AME 7 ADI B T Wy E B INIE S EOR,
IS

belie (ADJ, recei( ADJ,EOR) ) (2.1)
A
belie( ADJ , recei( ADJ,S( (amount, Tid ,date) ,Kg!)))) (2.2)
HLH ADJ BRI BT 445 POSY,, 1l 0
posse( ADJ,S( (Kgp,SP) ,Kipp) ) Aposse(ADJ, Kypp)  (2.3)

H (2. 3) FR M) NER 7] 15
belie( ADJ, posse( ADJ,S( (Ksp,SP) ,Kgb) ) A posse( ADJ, Kppp) )

(2.4)
(2. 4) F1 S kB HL0 TAR2 A48
belie ( ADJ, authe ( K¢p ,SP) ) (2.5)

m(2.2) (2.5) FifF (R 3 ABL AT 15
belie( ADJ, recei( ADJ,S( (amount, Tid,date) ,Kg' ) ) Aauthe(Kgp,SP) )

(2.6)
= (2. 6) FIZE £ N SR2 7] 15
belie( ADJ,send ( SP, (amount, Tid, date) ) ) (2.7)

Zid (1) F0(2) BUE A AT, SR T~ Up sl 2 Ak 5 A

HERE
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2.4 WERMESH B=(3.2) AT f%
1) 2 HU RT3 T FOTE 2 X in(S(amount, Tid , date) ,Kg') ) ,POSy,5)
G1 ;canpr(SP,claim( MU, new-coins ) ) &
in( EOR,POS,,;5) (G4)

G2 ;canpr( MU, claim( SP, (amount, Tid, date) ) )

G3:in(E0O,POS,, )

G4.:in(EOR,POS,, )

2) B e B S M B AR

(1) {85 in(EOO, POS,, ) Al in(EOR, POSy, ) 37, B iiF
Gl 1 G2 &5 AL 5

IERR  fBE in(EOO,POS,, ) ST, RIFS

in(S(new_coins, K ) ,POSgp) (3.1)
=03, 1) AT
posse( SP,S( new_coins, K4 ) ) (3.2)
Hi SP W R B B A INL_Sg, m]
canpr( SP,authe (K., CS) ) (3.3)
m(3.2) (3.3) F 2 HN SR2 AT 15
canpr( SP, claims ( CS,new_coins) ) (3.4)

B T3 AT F M AECPP 2 44 SRS, BRI, 3o Tk
75 SP i &, HW R B AT 3O &, BV RTA Ok AT E M H AR Gl
AL

B2 in( EOR,POS,, ) &7, B

in(S((amounl,Tid,dale),Kgpl)) (3.5)
H=(3.5) Al Al
posse( MU, S( ( amount, Tid , date) ,K3')) (3.6)
i MU 4G RIS & INLS,, T
canpr( MU, authe ( Kypp , TTP) ) (3.7)
B MU 3G 4G POS,, 1 Al Al
posse(MU, S( (Kgr,SP) Kiih) ) A posse(MU, Kryp)  (3.8)
BHE(3.7) (3.8) MG UEWIHLIN TAR2 w15
canpr( MU, authe ( Kgp ,SP) ) (3.9)
HE(3.6) (3.9) FIZE LN SR1 A 75
canpr( MU, claim( SP, (amount, Tid , date ) ) ) (3.10)
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