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P2P traffic identification based on transport layer features and statistical feature

MO Yao LIANG Zzhu WU Bo CHEN Xiang
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Abstract: ldentifying Peer-to-Peer(P2P) traffic accurately has important influence on network flow
control. A new P2P traffic identification method with high accuracy is proposed. This method calculates the
frequency of 256 ASCII bytes occuring in packet header and turns it into a 256 dimensional statistical
feature. Combining transport layer features and packet header statistical feature, this method identifies
P2P traffic by means of decision tree algorithm. Data deblocking is proposed to maintain high accuracy and
collect port numbers that relate to P2P traffic. The experimental results demonstrate that this method can
distinguish P2P traffic from non-P2P traffic in different situations with high accuracy.
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Fig.2 Procedure of data deblocking
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WG AR R AR AR P2P W, MEN VIR AE P2P #4r. P2P R4 MR P2P 43 3 [F A kT i i
YIREE, BT i AR e 7] — IR B R A3 31 .

82, EMFEIREE T RE 11 41 P2P i X & R W MR & i AR A, I i 45 0 S BR T 3R it
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it AR SCHR 8 35 08 i J2 4 AR A BT PR AR SCRAE RO I P2P 3t HCHIE J3 U O 12 0 3 600 0 4 O e AT
UM 3, () Fof A P T A i 2 R 1 P2P It UM O I AR g XS LU AT, 2 Ay ik i IS R AT
R 1R T 2 FIr kX P2P o5 e AR RE Sy, Horh 1~11 AT BRI T 2 Fh TR AE R[] P2P o LU
LT BN AE Sy, 12,13 A7 EUR NI T 2 B 07 B X IR AR O E BOOR A P2P R B R BUNBE T . BAORE
ARSI $ 07 VA A5 B A 45 R T i T B P2P i .
1
Tablel Comparison test results of two methods

theoretical proportion of P2P P2P traffic identification based on  P2P traffic identification based on transport

traffic/% transport layer features/% layer features and statistical feature/%
12.12 5.18 11.80
22.97 13.60 22.61
33.16 28.04 33.73
45.49 58.08 46.37
54.02 73.25 52.64
63.00 91.68 70.09
67.72 90.12 60.71
69.76 80.27 65.94
72.27 89.00 70.09
82.06 75.61 78.45
91.50 98.00 87.27
100.00(storm player) 92.56 89.53

100.00(thunder player) 95.56 99.25
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B P2P traffic identification based on transport layer features

m  P2P traffic identification based on transport layer features and statistical feature

Fig.3 Recognition accuracy of the two methods
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