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Secret key sharing-based security routing in Wireless Sensor Networks
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Abstract: For secure routing of Wireless Sensor Networks(WSNs), Energy-aware and Secure Multi-
hop Routing(ESMR) is proposed. ESMR protocol increases the performance of energy efficiency with
multi-hop data security against malicious actions. The network field is segmented into inner and outer
zones based on the node location. Furthermore, in each zone, numerous clusters are generated on the basis
of node neighborhood vicinity. Secondly, the data transmission from cluster heads in each zone towards the
sink node is secured by using the proposed efficient secret key sharing scheme. The experimental results
demonstrate the efficacy of proposed ESMR in terms of network lifetime, network throughput, energy
consumption, average end—to—end delay in comparison with the existing work.
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step 1: procedure zones_construction (2)

step 2: compute neighbors distance and produce a routing table

step 3: compute dynamic distance: (d)=(8-1)a<Z, <af
step 4: for each node ie[l:d] do

step 5: decompose the nodes into particular zones Z;

step 6: end for

step 7: if Z[]'=Null

step 8: partition the zone nodes into clusters C; using k-NN
step 9: end if

step 10: for each node ieC;do

step 11: compute centroid by equation(4)

step 12: node nearest to centroid is considered to be cluster header
step 13: end for

step 14: end procedure
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step 1: Procedure secure multi-hop routing

step 2: BS generates random keys (k.ky,-+,k,)

step 3: k; key is transmitted to cluster head C#; in Z;

step 4: data packets D, is encrypted with &,

step 5: upper most zone Z; encrypts data and forwards to BS
step 6: BS decrypts data using XOR and a set of secret keys
step 7: end procedure
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. - Tablel Parameters of simulation
3.1 1 E g parameter value
R NS2++ B 42 05 7 & . 76 ©=100 mx 100 m range of Suleton o oo
X IR BEHLES B N=100 A7 8, RN A M=1~5. BAiRJFE number of malicious nodes 1-5
%ﬁﬁﬂ %% 1 Fﬁ'ﬂf\‘ . Ee,ec/(n\]/bit)2 100
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