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Phishing URL Detection Method Based on MPAN

ZHANG Qiao"? ,BU Youjun’, CHEN Bo’, CAO Dongwei', ZHANG Surong’
(1. Zhongyuan Network Security Research Institute, Zhenzhou University, Zhengzhou 450001, China;
2. Information Engineering University, Zhengzhou 450001, China)
Abstract. To solve the increasingly serious problem of phishing, a phishing URL detection method
based on message passing attention network ( MPAN) is proposed. Compared with traditional ma-
chine learning and blacklist detection methods, this method does not need to extract features manu-
ally, and can recognize new phishing web pages. Firstly, URL is segmented based on sensitive word
segmentation method to improve the degree of using URL data information. Then, the long-distance
and discontinuous word interaction information in the URL is obtained through MPAN, and the ph-
ishing web page is detected based on the automatic feature extraction. Experimental results show that
the method based on MPAN can achieve high accuracy, recall and F1 value.
Key words: message passing attention network ; phish URL; machine learning; blacklist; URL seg-

mentation
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