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Fig.8 Absolute errors of voltage phase angle
under perfect false data injection attack
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Table 5 Change of objective function extremum

J(x) of the proposed state estimation under
perfect false data injection attack

DOF Al RS BRI Bl R

S 16 32.000 16.472 2 16.472 2
S, 12 26.217 7.547 1 7.547 1
S3 18 34.805 6.130 1 6.130 1
S4 36 58.619 42.240 1 42.240 1
Ss 30 50.892 31.453 4 31.453 4
Se 16 32.000 11.556 9 264.536 8
S, 22 40.289 10.120 0 10.120 0
Sg 26 45.642 21.989 9 21.989 9
So 26 45.642 18.179 6 18.179 6
S 8 20.090 1.682 6 1.682 6
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Table 6 Change of objective function extremum

J(x) of the distributed state estimation under
perfect false data injection attack

K AME A Seh R Mok s e

S, 16 32.000 20.419 8 20.419 8
S, 12 26.217 14.303 7 14.303 7
S; 18 34.805 18.830 1 18.830 1
S, 36 58.619 50.835 2 50.835 2
Ss 30 50.892 28.249 2 28.249 2
Se 16 32.000 22.900 7 21.558 9
S, 22 40.289 20.691 2 20.691 2
Sg 26 45.642 32.386 0 32.386 0
So 26 45.642 31.673 6 31.673 6
Sio 8 20.090 6.519 6 6.519 6
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Table 7 Change of residual error r of the proposed sta-
te estimation under perfect false data injection attack

DO e dol e i e/ %

S, 0.002 00 0.002 00 0
S, 0.000 38 0.000 38 0
S5 0.000 47 0.000 47 0
Sy 0.000 75 0.000 75 0
Ss 0.000 83 0.000 83 0
Se 0.000 49 0.002 70 +451
S, 0.000 52 0.000 52 0
Sg 0.000 74 0.000 74 0
So 0.000 58 0.000 58 0
Sio 0.000 33 0.000 33 0
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Table 8 Change of residual error r of the distributed sta-
te estimation under perfect false data injection attack

DO BrliRie N Bodi e AR %

S, 0.000 40 0.000 40 0
S, 0.000 34 0.000 34 0
S, 0.000 41 0.000 41 0
S, 0.000 68 0.000 68 0
Ss 0.000 50 0.000 50 0
Se 0.000 44 0.000 43 -2.2
S, 0.000 43 0.000 43 0
Sg 0.000 53 0.000 53 0
Sy 0.000 52 0.000 52 0
Sio 0.000 24 0.000 24 0
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Distributed state estimation of active distribution network

considering false data injection attack
HUANG Chongxin' , HONG Minglei', FU Shuai', DENG Song’
(1. College of Automation & College of Artificial Intelligence , Nanjing University of Posts and
Telecommunications , Nanjing 210023, China ;2. Institute of Advanced Technology, Nanjing
University of Posts and Telecommunications, Nanjing 210023, China)

Abstract : As a key link to ensure the quality of power grid monitoring data, the state estimation provides a reliable data basis for
the energy management system. Considering the problems of the large measurement errors and the vulnerability to the
cyberattacks in active distribution network, a distributed state estimation method for active distribution network with the false
data injection attacks (FDIAs) is studied in this paper. Firstly,the internal state of the subsystem is estimated according to its
own measurement, and it is corrected with the global information obtained by the average consensus algorithm, thus the fully-
distributed state estimation is realized. Secondly,the weight function is introduced into the subsystem state estimation to modify
the weight matrix of the objective extremum function dynamically for improving the robustness of the state estimation.
Subsequently , the phasor measurement unit is configured on the boundary nodes and the nodes which are vulnerable to the
FDIAs for enhancing the ability to identify the attacks. Finally,the simulations are performed on the IEEE 118-bus distribution
network system for verification. The results show that the proposed state estimation method can not only reduce the estimation
error effectively,but also identify the FDIAs accurately, which verifies that the accuracy of state estimation and the identification
ability of FDIAs are improved.

Keywords : active distribution network ; false data injection attack; distributed state estimation; average consensus algorithm;

robust least square method ; phasor measurement unit
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