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Document Classification in Cyberattack Text Based on BBNN Model

OU Yunjia ZHOU Tianyang ZHU Junhu ZANG Yichao

( Information Engineering University Zhengzhou 450001 China)
Abstract: The document classification in cyberattack text is fundamental to automatic knowledge ex—
traction from APT attack information. In this paper an automatic method based on context analysis
is proposed to tackle the problems rooted in cyberattack such as having too many terminologies be—
ing hard to distinguish and classify over—wrelying on context etc. by exiracting text features in
words level and sentences level respectively. This method BBNN ( BERT and BiLSTM Neural Net—
work) model synthesized BERT and BiLSTM Neural Network can compute the preliminary classifi—
cation results of cyberattack and automatically filter the classification results of the text via vari—
ance. The experiment results from the attack knowledge base of CAPEC ( Common Attack Pattern
Enumeration and Classification) suggests this method can reach a 79. 17% accuracy which is in—
creased by 7.29% and 3. 00% compared to singular BERT or BiLSTM models and thus achieve a
better automatic classification of cyberattack.
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